Wazuh Kurulum ve Dagitim

Wazuh acik kaynakli gtivenlik izleme ¢oziimidir. Wazuh ile tehdit algilama vb. siirecleri takip edebilirsiniz.
Detayl bilgiye asagida adresten ulasabilirsiniz.

https://wazuh.com/

Asagidaki adresten *.ova olarak indirme islemini yapabilirsiniz.

https://documentation.wazuh.com/current/virtual-machine/virtual-machine.html

Ortamimizda VMware Workstation bulunmaktadir. Open a Virtual Machine ile indirmis oldugumuz ova
dosyamizi gésterelim.

WORKSTATION 15 PRO™

® K| P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

import islemini gerceklestirelim.


https://wazuh.com/
https://documentation.wazuh.com/current/virtual-machine/virtual-machine.html

Store the new Virtual Machine

Provide a name and local storage path for the new
wvirtual machine.

MName for the new virtual machine:

wiaruh-4.2.5_1.13.2

Storage path for the new virtual machine:
D2\ LablMeaw folder (2} Browse...

Help Impart Cancel

islemimiz basladi.

Importing wazoh-4.2.5_1,13.2

Cancel

Aktarma islemimiz tamamlandiktan sonra sunucumuzu agalim.

W] wazuh-4.2.5_1.13.2

P Power on this virtual machine ]
I[£ Edit virtual machine settings
[ Upgrade this virtual machine

¥ Devices
EMemory 4GB
iI:IiProcessors 4
= Hard Disk (IDE) 40 GB
() CD/DVD (IDE) Using unknown ...
Flopp)r Using drive A:
o Metwork Adapter Bridged (Autom...
[_1Display Auto detect

v Description
Wazuh helps you to gain security visibility into
your infrastructure by monitoring hosts at an
operating system and application level. It provides
the following capabilities: log analysis, file integrity
menitoring, intrusions detection and policy and
compliance monitoring.

* Virtual Machine Details

Ekranimiz acildi ve default olarak user/pass wazuh olarak gelmektedir. Giris yapalim ve ip address komutunu
calisitip ip adresini 6grenelim.



[wazuhBwazuh-manager ~15 ip address
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65530 gdisc nogueue state UNKNOWN group default glen 1888
link~loopback B8 :008:00:80:860:80 brd B6:08:00:00:00 :66
inet 127.8.8.1-8 scope host lo
valid_1ft forever preferred_lft forever
inetb ::1-128 scope host
valid_1ft forewver preferred_lft forewver
Z: ethd: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc pfifo_fast state UP group default glen 188
a
linksether AR:Ac:29:3d4:91:fe brd £f:ff:ff:0F 00 0T
inet 192.168.1.118-24 brd 192.168.1.255 scope global dynamic eth@
valid_Itt obdZosec preferred_lft 863Z28sec
inetb £d34:7eB8:8193:3888:28c:29ff :fedd :91fe 04 scope global mmgtmpaddr dynamic
valid_1ft 7128=sec preferred_l1ft 3528sec
inetb feBB: :(28c:29ff :fe3dd:91fe 64 scope link
valid_1ft forever preferred_lft forever
[wazuhPuwazuh-manager ~15

Ip adresimiz ile web Uzerinden https:\\ipadresi ile giris yapalim. User/pass:wazuh

%* Wazuh X -+

&« C A Giivenli degil | https://192.168.1.118/app/login?nextUrl=%2F 03]

R

2 Uygulamalar

Ekranimiz acildi.



Elastic

WAZIUH ~  Modules

Total agents

0 0

Active agents

M No agents were added to this manager. Add agent

SECURITY INFORMATION MANAGEMENT

=
[=] Security events Integrity monitorin
55 seeuy ) ey g

Alerts related to file changes, including
permissions, content, ownership and
attributes.

Browse through your secunty alerts,
identifying issues and threats in your
environment.

Disconnected agents

Never connected agents

0 0

AUDITING AND POLICY MONITORING

Policy monitoring _M_‘V’ System auditing

Verify that your systems are configured
according to your security policies baseline.

Audit users behavior, monitering command
execufion and alerting on access fo critical
files

@ Security configuration
assessment

Scan your assets as part of a cenfiguration
assessment audit.

Simdi agent ekleme islemimiz yapalim. Ornek olarak AD sunucumu aglyoruz ve asagidaki adresten msi

paketini indirip calistiriyoruz.

https://documentation.wazuh.com/current/installation-guide/wazuh-agent/wazuh-agent-package-

windows.html

YP\WAZUH Dbocs

setting started

nstallation guide

Requirements

Search our documentati Q

To perform the installation, administrator privileges are required.

4.2 (current) ~

1. To start the installation process, download Ihe Windows installer. I

2. Select the installation method you want to follow: command line interface (CLI) or graphical user interface (GUI).

Wazuh server
Wazuh agent
Linux
Windows
macos
AlX
HP-UX
Solaris
Deployment variables
Packages list
More installation alternatives
Jpgrade guide
Jser manual

Mazuh cland earvira

B waruh-anent-425 msi A

CLI GUI

To deploy the Wazuh agent to your system, choose one of the command shell alternatives and edit the wazui_manscer and
WAZUH_REGISTRATION_SERVER variables so that they contain the Wazuh manager IP address or hostname.

* Using CMD:

wazuh-agent-4.2.5-1.msi /q WAZUH_MANAGER="10.0.8.2" WAZUH_REGISTRATION_SERVER="10.0.6.2"

* Using PowerShell:

Awazuh-agent-4.2.5-1.msi /q WAZUH_MANAGER="10.0.0.2" WAZUH_REGISTRATION_SERVER="10.0.0.2"

For additional deployment options such as agent name, agent group, and registration password, see the Deployment
variables for Windows section.

The installation process is now complete and the Wazuh agent is successfully installed, registered, and configured, running
on your Windows system.

O Note

Timind agster

Lisans s6zlesmesini kabul edip install ile kurulumu yapiyoruz.


https://documentation.wazuh.com/current/installation-guide/wazuh-agent/wazuh-agent-package-windows.html
https://documentation.wazuh.com/current/installation-guide/wazuh-agent/wazuh-agent-package-windows.html

ﬁ Wazuh Agent Setup — >

Please read the Wazuh Agent License Agreement v

L=

Portions Copyright (C) 2015-2021, Wazuh Inc.
Based on work Copyright (C) 2003 - 2013 Trend Micro, Inc.

This program is free software; you can redistribute it and/or modify 1
it under the terms of the GMU General Public License (version 2} as I
published by the F5F - Free Software Foundation. b

v )

[«]1 accept the terms in the License Agreement

ick Install to install the product with default options for all users, Click Advanced to
change installation options.

| Print | | Advanced | Install .

Kurulum tamamlandiktan sonra run agent configuration butonuna basiyoruz.

ﬂ Wazuh Agent Setup — >

Completed the Wazuh Agent Setup
Wizard i

Click the Finish button to exit the Setup Wizard.

Run Agent configuration interface

- s |

Karsimiza ¢ikan ekranda view>view config ekranina geliyoruz. Agilan ossec.conf dosyasinda server kismina
wazuh server ip adresini girip kaydedip ¢ikiyoruz.



Search Our documentauon Q — ! 1wy ntntinn Loyl a1 il AAT 12k Pt d
L3 _| ossec.conf - Notepad —
{ Managg View] Help N File Edit Format View Help

Wiazuh v4.25 <t--
i } Wazuh - Agent - Default configuration for Windows

gt Qo ey et el (1) = @ More info at: https://documentation.wazuh.com
1 Status: Require import of authentication key, Mailing list: https://groups.google.com/forum/#!forum/wazuh

- Mat Running N

<ossec_config»

Manager IF: |D.D.D.D
n - .
Authentication ke |<Insert_auth_ke_l,.l_here> <clients
{oppyen
Save | Fiefresh <addre55>192.168.1.128k/addr955> l

PUTTLA 13155 JEUTLA
<protocol>tcp</protocol>
</servers»

https://wazuh.com Revision 40220

macOs <crypto_method»aes</crypto_method>
<notify_time»1@</notify_time>

AlX <time-reconnect»6B</time-reconnect>
<auto_restart>yes</auto_restart>

HP-UX </client>

Solaris <!-- Agent buffer options -->

<client_buffer>
Deployment variables <disabled»no</disabled>

<queue_size>5008</queue_size>
2ackages list

LV 4

Refresh ile sunucunun geldigini gérecegiz.

1 Tl

Q Wazuh Agent Manager >

Manage View Help
Wazuh w425
Agent: Auth key not imported. [0] - 0

Status: Require import of authentication key.
- Mot Running

Manager IP: 1192.168.1.120

Authentication key: |<insert_auth_ke_l,l_here>

Save | Refrezh |

Key olusturmak icin powershell ekraninda asagidaki komutu giriyoruz.

.\wazuh-agent-4.2.5-1.msi /q WAZUH_MANAGER="10.0.0.2"
WAZUH_REGISTRATION_SERVER="10.0.0.2"

A

zuh-agent-4.2.5-1.ms1 /q WAZUH_MANAGER="192.168.1.120" WAZUH_REGISTRATION_SERVE

Authentication key’in geldigini goriiyoruz.



& Wazuh Agent Manager =
Manage View Help

Wazuh wd. 25

Agent: de [001] - any

Statuz: Running

tanager IP: 1192.168.1.120

Authentication key: |I'v1D.-’-'-.:-:IGF!iIGFueSBIMi.ﬂ.EMthI'v

Save | Refresh |

bt i Flansmmriiln i D mn it ANV

Wazuh ekranimiza geri donelim ve kontrol edelim. Sunucumuzun geldigini gériyoruz.

WAZUH '  Modules

SECURITY INFORMATION MANAGEMENT

= . .
=Tn] Security events Integrity monitoring
=]
Browse through your sesurity aleris, identifying issues and Alerts related fo file changes, including permissions, content
threats in your emironment. ownership and sttributes
THREAT DETECTION AND RESPONSE
Vulnerabilities B8 wirre arTack
S]=]
Discover what appications in your environment are affected Sacurity events from the knowledge base of adversary
by welkknown vuinerabilities. taciics and techniques based on reabworld observations

Uzerine tikladigimizda ayrintilara ulasabiliriz.

ed]

Disconnected agents Never connecled agents

0 0

AUDITING AND POLICY MONITORING

Palicy monitoring @ System auditing
\esify that your systems are canfigured accarding to your Audit users behavior, manitoring command execution and
security policies baseline slerting on acoess to eritical files.

Security configuration assessment

Scan your assets 35 part of a configuration assessment

audit
REGULATORY COMPLIANCE
PCIDSS = NIST BOO-53
[=)
Global security standard for entities that process, store or National Institute of Standards and Technology Special
transmit payment cardholder data. Publication 800-53 (NIST 200-53] sets guidelines for federz
information systems.
TSC [H1 ooer



= WAZUH ~  Agents

STATUS

W Aclive Active
M Disconnected
W Never connec

Last registered agent

dc dc 110200 0
5 seconds
Filter or search agent
Agents (1) @ Deploy ne
D A Nzme " Group(s) os Cluster node Version  Registration date Last keep alive Status
001 6 182.168.1.114 dafaut Micrasoft Windows Server .. nodeQ1 vA.25 Fep 28,2022 @ 11.. Feb 28 2022@11.. @ aclive
WAZUH ~  fgents  de
Security events Integrit SCA Vulnerabilities MITRE ATT&CK More... ~ [ Inventory
Status 13 Version Groups Operating system Cluster node: Registration date
® active 1921681114 Wazuh vd.2.5 default Microsoft Windows Serv...  node01 Feb 28, 2022 @ 1:13:50.000
TRE 2 Compliance PCIDSS ~ FIM: Recent events
5 Time Path Action Rule description
aetics ® 2207
5 No recent evenls
® wsim
Access 2
I 5 ® 102504
ge Escalation 2 ® M4E
1026(2)

:nts count evolution

10:00

timestamp per 30 seconds

Faydali olmasi dilegiyle...

DETAILS

Disconnecled

o 0

Mever connecled

Most active agent

EVOLUTION

Agents coverage 0z

100.00%

SCA: Last scan
Benchmark for Windows audit sca_win_audit

This document provides a way of ensuring the security of the Windows systems.

Pass Fail

27 7 71

Total cheeks

[ Start time: Feb 28, 2022 @ 11:14:12.000 @ Duration: < 15

o) Stats frr}

- ® awtive

Last keep sive
Feb 28, 2022 @11:16:20.000

RulzLevel  Ruleld

Seore

79%



